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PRIVACY

BACKGROUND

On Nov. 9, 2007, the Office of the Comptroller 
of the Currency, Board of Governors of the Fed-
eral Reserve System, Federal Deposit Insurance 
Corporation, the Office of Thrift Supervision, 
National Credit Union Administration and Fed-
eral Trade Commission (FTC) (collectively, the 
agencies) jointly issued an Identity Theft Red 

Flags and Address Discrepancies Final Rule 
(the Final Rule)2 and Interagency G uidelines 
(guidelines) — implementing Section 114 of 
the Fair and Accurate Credit Transactions Act 
of 2003 (the FACT Act)3 and Section 315 of the 
FACT Act. The FACT Act added new sections 
to the federal Fair Credit Reporting Act4 intend-
ed primarily to help consumers fight the grow-
ing crime of identity theft. Improved accuracy,	
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privacy, limits on information sharing and 
new consumer rights to disclosure were also 
included in the FACT Act. 

Section 114 of the FACT Act authorized the 
agencies to: (i) issue guidelines for use by 
financial institutions and creditors regarding 
identity theft with respect to their account 
holders or customers; (ii) prescribe regulations 
requiring financial institutions and creditors to 
establish reasonable policies and procedures 
for implementing the guidelines to identify 
possible risks to account holders or customers 
or to the safety and soundness of the institu-
tion or customers; and (iii) prescribe regula-
tions that would require credit and debit card 
issuers to assess the validity of notifications of 
changes of address under certain circumstanc-
es. The Final Rule implementing Section 114 of 
the FACT Act requires each financial institu-
tion or creditor to develop and implement a 
written Identity Theft P revention P rogram 
(Program) to detect, prevent and mitigate iden-
tity theft in connection with certain types of 
accounts (the Red Flags Rule). In addition, the 
Final Rule also describes reasonable policies 
and procedures that debit or credit card issuers 
must employ to assess the validity of notifica-
tions of change of addresses in certain circum-
stances (the Card Issuer Rule).

Section 315 of the FACT Act provided that if 
a person has requested a consumer report from 
a nationwide consumer reporting agency 
(CRA), and the request includes an address for 
the consumer that substantially differs from 
the addresses in the file of the consumer, and if 
the CRA provides a consumer report in response 
to the request, the CRA must notify the request-
ing party of the existence of the discrepancy. 
The Final Rule implementing Section 315 of the 
FACT Act describes reasonable policies and 
procedures that a user of consumer reports, 
such as a creditor or employer, must utilize 
when a CRA sends the user a notice of address 
discrepancy (the Address Discrepancy Rule).

The Final Rule became effective Jan. 1, 2008, 
with mandatory compliance on Nov. 1, 2008. 
However, on Oct. 22, 2008, the FTC issued an 
enforcement policy statement that delays 
enforcement of the Red Flags Rule until May 1, 
2009.5 However, note that this does not affect 
enforcement of the Address Discrepancy and 
Card Issuer Rules. Nor does it affect compli-
ance for entities not under the jurisdiction of 
the FTC. The salient provisions of these rules 
are summarized below.

ADDRESS DISCREPANCIES 

Under the Address Discrepancy Rule, a user 
of consumer reports must develop and imple-
ment reasonable policies and procedures —   
designed to enable the user to form a reason-
able belief that a consumer report relates to the 
consumer about whom it has requested the 
consumer report when the user receives a 
notice of address discrepancy. A “notice of 
address discrepancy” means a notice sent to a 
user by a CRA pursuant to 15 U.S.C. § 
1681c(h)(1) that informs the user of a substan-
tial difference between the address for the con-
sumer that the user provided when requesting 
the consumer report and the address in the 
CRA’s file for the consumer.

Examples of such reasonable policies and 
procedures include:

1) Comparing the information in the con-
sumer report provided by the CRA with 
information it:

(a) Obtains and uses to verify the 
consumer’s identity in accordance 
with Customer Information P ro-
gram (CIP) requirements6;

(b) Maintains in its own records, 
such as applications, change of 
address notifications, other cus-
tomer account records, or retained 
CIP documentation; or

(c) Obtains from third-party 
sources; or

2) Verifying the information in the con-
sumer report provided by the CRA with 
the consumer.

It is important to note that any employer 
who obtains a consumer report for employ-
ment purposes is considered a user of a con-
sumer report. As a user of consumer reports, 
an employer is required to develop and imple-
ment these reasonable policies and procedures 
designed to enable it to form a reasonable 
belief that the consumer report relates to the 
applicant/employee about whom it has 
requested the report. 

A user may also be required to develop and 
implement reasonable policies and procedures 
for furnishing an address for the consumer that 
the user has reasonably confirmed is accurate 
to the CRA from whom it received the address 
discrepancy notice. Among other reasonable 
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means, a user may reasonably confirm that an 
address is accurate by verifying the address 
with the consumer, reviewing its own records 
to verify the consumer’s address, or verifying 
the address through third-party sources. Fur-
ther, these policies and procedures must pro-
vide that the user will furnish the confirmed 
address to the CRA as part of the information 
that the user regularly furnishes for the report-
ing period in which it establishes a relationship 
with the consumer. However, this obligation to 
reasonably confirm and report the address 
only arises when the user:

• �can form a reasonable belief that the con-
sumer report relates to the consumer about 
whom the user requested the report;

• �establishes a continuing relationship with 
the consumer; and

• �regularly and in the ordinary course of 
business furnishes information to the CRA 
from which the address discrepancy notice 
relating to the consumer was obtained.

IDENTITY THEFT RED FLAGS 

Introduction

Each financial institution7 or creditor8 that 
offers or maintains one or more “covered 
accounts” is required to develop and implement 
a written Identity Theft P revention P rogram 
(program). This program must be designed to 
detect, prevent and mitigate identity theft in 
connection with the opening of a covered 
account or any existing covered account. “Iden-
tity theft” has the same meaning as in 16 C.F.R. 
§ 603.2(a), which is a fraud committed or attempt-
ed using the identifying information of another 
person9 without authority. The program must be 
appropriate to the size and complexity of the 
financial institution or creditor and the nature 
and scope of its activities.

To determine whether it must develop a pro-
gram, each financial institution or creditor 
must periodically determine whether it offers 
or maintains covered accounts. As part of this 
determination, the financial institution or cred-
itor must conduct an initial risk assessment to 
determine whether it offers or maintains such 
accounts — taking into consideration the meth-
ods that it provides to open or access its 
accounts and its previous experiences with 
identity theft.

� Definition of an ‘Account’ and 
a ‘Covered Account’

An “account” means a continuing relation-
ship established by a person with a financial 
institution or creditor to obtain a product or 
service for personal, family, household, or busi-
ness purposes. An account includes an exten-
sion of credit,10 such as the purchase of prop-
erty or services involving a deferred payment 
and a deposit account. 

A “covered account” is an account that a 
financial institution or creditor offers or main-
tains, primarily for personal, family, or house-
hold purposes that involves or is designed to 
permit multiple payments or transactions, such 
as the following types of accounts:

• credit card account
• mortgage loan
• automobile loan
• margin account
• cell phone account
• utility account
• checking account 
• savings account 

 A ‘red flag’ is a 
pattern, practice or specific 

activity that indicates 
the possible existence of 

identity theft.  
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The term also includes any other account 
that the financial institution or creditor offers 
or maintains for which there is a reasonably fore-
seeable risk to customers (a person that has a 
covered account with a financial institution or 
creditor) or to the safety and soundness of the 
financial institution or creditor from identity 
theft, including financial, operational, compli-
ance, reputation or litigation risks.

Elements of the Identity Theft 
Prevention Program

The program must include reasonable poli-
cies and procedures to:

• �identify relevant red flags for the covered 
accounts that the financial institution or 
creditor offers or maintains, and incorpo-
rate those red flags into the program;

• �detect red flags that have been incorporat-
ed into the program;

• �respond appropriately to any red flags that 
are detected, in order to prevent and miti-
gate identity theft; and

• �ensure that the program (including the red 
flags determined to be relevant) is updated 
periodically to reflect changes in risks to 
customers and to the safety and soundness 
of the financial institution or creditor from 
identity theft.

A “red flag” is a pattern, practice or specific 
activity that indicates the possible existence of 
identity theft. Each financial institution or 
creditor that is required to implement a pro-
gram must provide for the continued adminis-
tration of the program, and must:

• �obtain approval of the initial written pro-
gram from either its board of directors11 or 
an appropriate committee thereof;

• �involve the board of directors, an appropri-
ate committee thereof, or a designated 
employee at the level of senior manage-
ment in the oversight, development, imple-
mentation and administration of the pro-
gram;

• �train staff, as necessary, to effectively imple-
ment the program; and

• �exercise appropriate and effective over-
sight of service provider12 arrangements.

PROGRAM GUIDELINES

Introduction

Each financial institution or creditor that is 
required to implement a program must con-
sider the guidelines described below and 
include in its program those guidelines that are 
appropriate. In addition to following the guide-
lines in designing its program, a financial insti-
tution or creditor may incorporate, as appro-
priate, its existing policies, procedures, and 
other arrangements that control reasonably 
foreseeable risks to customers or to the safety 
and soundness of the financial institution or 
creditor from identity theft.

Identifying Relevant Red Flags

A financial institution or creditor should con-
sider the following factors in identifying rele-
vant red flags for covered accounts, as appro-
priate:

• �the types of covered accounts it offers or 
maintains;

• �the methods it provides to open its covered 
accounts;

• �the methods it provides to access its cov-
ered accounts; and

• �its previous experiences with identity theft.

Relevant red flags should be incorporated 
from sources such as: (i) incidents of identity 
theft that the financial institution or creditor 
has experienced; (ii) methods of identity theft 
that the financial institution or creditor has 
identified that reflect changes in identity theft 
risks; and (iii) applicable supervisory guid-
ance. The program should also include, as 
appropriate, relevant red flags from the five 
categories noted below. The guidelines provide 
illustrative examples of red flags within each 
category which a financial institution or credi-
tor may consider incorporating into its pro-
gram, whether singly or in combination. 

1. Alerts, Notifications or Other Warnings 
from CRAs or Service Providers

Alerts, notifications and other warnings 
received from CRAs or service providers, such 
as fraud detection services, should be included 
in the program, including:

• �a fraud or active duty alert included with a 
consumer report;
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• �a notice of credit freeze provided by a CRA 
in response to a request for a consumer 
report; 

• �a notice of address discrepancy provided 
by a CRA; or

• �a consumer report indicating a pattern of 
activity that is inconsistent with the history 
and usual pattern of activity of an appli-
cant or customer, such as a recent and sig-
nificant increase in the volume of inquiries, 
an unusual number of recently established 
credit relationships, a material change in 
the use of credit, especially with respect to 
recently established credit relationships, or 
an account that was closed for cause or 
identified for abuse of account privileges 
by a financial institution or creditor.

2. Presentation of Suspicious Documents

Red flags associated with the presentation of 
suspicious documents should be addressed in 
the program, including:

• �identification documents that appear to 
have been altered or forged;

• �the photograph or physical description on 
identification documents that is not consis-
tent with the appearance of the applicant 
or customer presenting the identification;

• �other information on the identification 
documentation that is not consistent with 
information provided by the person open-
ing a new covered account or customer 
presenting the identification; 

• �other information on the identification doc-
umentation that is not consistent with 
readily accessible information on file with 
the financial institution or creditor, such as 
a signature card or a recent check; or

• �an application that appears to have been 
altered or forged, or that gives the appearance 
of having been destroyed and reassembled.

3. Presentation of Suspicious Personal Iden-
tifying Information

The presentation of suspicious personal identi-
fying information, such as a suspicious address 
change, should be considered for inclusion in the 
program. Red flag examples include:

• �personal identifying information provided 
that is inconsistent when compared against 
external information sources used by the 
financial institution or creditor. For exam-
ple, an address that does not match any 
address in the consumer report or the 
Social Security Number (SSN) provided 
has not been issued or is listed on the 
Social Security Administration’s Death 
Master File;

• �personal identifying information provided 
by the customer that is not consistent with 
other identifying information provided by 
the person (for example, there is a lack of 
correlation between the SSN range and the 
date of birth);

• �personal identifying information provided 
is associated with known fraudulent activ-
ity as indicated by internal or third-party 
sources used by the financial institution or 
creditor. For example, when the address or 
phone number on an application is the 
same address or phone number provided 
on a fraudulent application;

• �personal identifying information of a type 
commonly associated with fraudulent 
activity, as indicated by internal or third-
party sources used by the financial institu-
tion or creditor – such as an address on an 
application that is fictitious, a mail drop or 
a prison, or a telephone number that is 
invalid or associated with a pager or 
answering service;

• �the submission of a SSN that is the same as 
that submitted by other persons opening 
an account or other customers;

• �the submission of an address or telephone 
number that is the same as or similar to the 
address or telephone number submitted by 
an unusually large number of other per-
sons opening accounts or other customers;
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• �the person opening the covered account or 
the customer fails to provide all required 
personal identifying information on an 
application or in response to notification 
that the application is incomplete;

• �the provision of personal identifying infor-
mation that is not consistent with personal 
identifying information on file with the 
financial institution or creditor; or

• �for financial institutions and creditors that 
use challenge questions, cases where the 
person opening the covered account or the 
customer is unable to provide authenticat-
ing information beyond that which would 
generally be available from a wallet or con-
sumer report.

4. Unusual Use of or Suspicious Activity 
Related to Covered Account

The unusual use of, or other suspicious activ-
ity related to a covered account, should also be 
addressed in the program. Examples could 
include circumstances where:

• �shortly following the notice of a change of 
address for a covered account, the financial 
institution or creditor receives a request for 
a new, additional, or replacement credit 
card or a cell phone, or for the addition of 
authorized users on the account;

• �a new revolving credit account is used in a 
manner commonly associated with known 
patterns of fraud. For example, if the major-
ity of available credit is used for cash 
advances or merchandise that is easily con-
vertible to cash (e.g., electronics equipment 
or jewelry) or the customer fails to make 
the first payment or makes an initial pay-
ment, but no subsequent payments;

• �a covered account is used in a manner not 
consistent with established patterns of 
activity on the account. For example, non-
payment when there is no history of late or 
missed payments, a material increase in 
the use of available credit, a material change 
in purchasing or spending patterns, a mate-
rial change in electronic fund transfer pat-
terns in connection with a deposit account, 
or a material change in telephone call pat-
terns in connection with a cellular phone 
account;

• �a covered account that has been inactive for 
a reasonably lengthy period of time is used 
(taking into consideration the type of 

account, the expected pattern of usage and 
other relevant factors);

• �mail sent to the customer is returned 
repeatedly as undeliverable even though 
transactions continue to be conducted in 
connection with the customer’s covered 
account;

• �the financial institution or creditor is noti-
fied that the customer is not receiving 
paper account statements; or

• �the financial institution or creditor is noti-
fied of unauthorized charges or transac-
tions in connection with a customer’s cov-
ered account.

5. Notice from Customers, Victims, Law 
Enforcement, etc.

A response to notices from customers, vic-
tims of identity theft, law enforcement authori-
ties or other persons regarding possible iden-
tity theft in connection with covered accounts 
held by the financial institution or creditor, 
should be included in the program. These in-
clude a notification by a customer, a victim of 
identity theft, a law enforcement authority or 
any other person that the financial institution 
or creditor has opened a fraudulent account for 
a person engaged in identity theft.

Red Flag Detection

The program’s policies and procedures 
should address the detection of red flags in 
connection with the opening of covered 
accounts and existing covered accounts, such 
as by:

• �obtaining identifying information about 
and verifying the identity of a person 
opening a covered account; for example, 
using the policies and procedures regard-
ing identification and verification set forth 
in the CIP rules; and

• �authenticating customers, monitoring 
transactions, and verifying the validity of 
address change requests, in the case of 
existing covered accounts.

Preventing and Mitigating Identity Theft

The program should also provide for appro-
priate responses to red flags that the financial 
institution or creditor has detected that are 
commensurate with the degree of risk posed. 
In determining an appropriate response, the 
financial institution or creditor should consider 



Vol. 80 — No. 7 — 3/14/2009	 The Oklahoma Bar Journal	 505

aggravating factors that may heighten the risk 
of identity theft. These include a data security 
incident that results in unauthorized access to 
a customer’s account records held by the finan-
cial institution or creditor, a third party, or 
notice that a customer has provided informa-
tion related to a covered account held by the 
financial institution or creditor to someone 
fraudulently claiming to represent the financial 
institution or creditor (i.e. phishing) or to a 
fraudulent Web site. Appropriate responses 
may include:

• �monitoring a covered account for evidence 
of identity theft;

• �contacting the customer;
• �changing any passwords, security codes, or 

other security devices that permit access to 
a covered account;

• �reopening a covered account with a new 
account number;

• �not opening a new covered account;
• closing an existing covered account;
• �not attempting to collect on a covered 

account or not selling a covered account to 
a debt collector;

• notifying law enforcement; or
• �determining that no response is warranted 

under the particular circumstances.

Updating the Program

Financial institutions and creditors should 
update the program (including the red flags 
determined to be relevant) periodically to 
reflect changes in risks to customers or to the 
safety and soundness of the financial institu-
tion or creditor from identity theft, based on 
factors such as:

• �the experiences of the financial institution 
or creditor with identity theft;

• changes in methods of identity theft;

• �changes in methods to detect, prevent and 
mitigate identity theft;

• �changes in the types of accounts that the 
financial institution or creditor offers or 
maintains; and

• �changes in the business arrangements of 
the financial institution or creditor, 
including mergers, acquisitions, alliances, 
joint ventures and service provider 
arrangements.

Administering the Program

Oversight of the program by the board of 
directors, an appropriate committee of the 
board, or a designated employee at the level of 
senior management is required and should 
include:

• �assigning specific responsibility for the 
program’s implementation;

• �reviewing annual reports prepared by staff 
regarding compliance by the financial insti-
tution or creditor with its duties to detect, 
prevent and mitigate identity theft; and

• �approving material changes to the program 
as necessary to address changing identity 
theft risks.

Staff of the financial institution or creditor 
responsible for the development, implementa-

tion and administration of its program should 
report to the board of directors, an appropriate 
committee of the board, or a designated 
employee at the level of senior management, at 
least annually, on compliance by the financial 
institution or creditor with its identity theft 
duties under the Red Flags Rule. The report 
should address material matters related to the 
program and should evaluate issues such as: (i) 
the effectiveness of the policies and procedures 
in addressing the risk of identity theft in con-
nection with the opening of covered accounts 
and with respect to existing covered accounts; 
(ii) service provider arrangements; (iii) signifi-
cant incidents involving identity theft and 
management’s response; and (iv) recommen-
dations for material changes to the program.

Whenever a financial institution or creditor 
engages a service provider to perform an activ-
ity in connection with one or more covered 

 …creditors that violate the 
Final Rule may be subject to civil 

monetary penalties of up to 
$3,500 per violation for 

‘knowing’ violations.  
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accounts, the financial institution or creditor 
should take steps to ensure that the activity of 
the service provider is conducted in accordance 
with reasonable policies and procedures 
designed to detect, prevent and mitigate the 
risk of identity theft. For example, a financial 
institution or creditor could require the service 
provider by contract to have policies and pro-
cedures to detect relevant red flags that may 
arise in the performance of the service provid-
er’s activities and either report the red flags	
to the financial institution or creditor, or	
take appropriate steps to prevent or mitigate 
identity theft.

Other Applicable Legal Requirements

Financial institutions and creditors should be 
aware of other related legal requirements that 
may be applicable, such as:

• �for financial institutions and creditors that 
are subject to 31 U.S.C. § 5318(g), filing a 
Suspicious Activity Report (SAR) in accor-
dance with applicable law and regula-
tions;

• �implementing any requirements under 15 
U.S.C. § 1681c-1(h), regarding the circum-
stances under which credit may be extend-
ed when the financial institution or credi-
tor detects a fraud or active duty alert on a 
consumer credit report;

• �implementing any requirements for fur-
nishers of information to CRAs under 15 
U.S.C. § 1681s-2, for example, to correct or 
update inaccurate or incomplete informa-
tion, and to not report information that the 
furnisher has reasonable cause to believe is 
inaccurate; and

• �complying with the prohibitions in 15 
U.S.C. § 1681m on the sale, transfer and 
placement for collection of certain debts 
resulting from identity theft.

DUTIES OF CARD ISSUERS REGARDING 
CHANGES OF ADDRESS

Under the Card Issuer Rule, a debit or credit 
card issuer must establish and implement rea-
sonable policies and procedures to assess the 
validity of a change of address if it receives 
notification of a change of address for a con-
sumer’s debit or credit card account and, 
within a short period of time afterwards (dur-
ing at least the first 30 days after it receives 

such notification), the card issuer receives a 
request for an additional or replacement card 
for the same account.

Under these circumstances, the card issuer 
may not issue an additional or replacement 
card until, in accordance with its reasonable 
policies and procedures and for the purpose of 
assessing the validity of the change of address, 
the card issuer:

• �notifies the cardholder of the request at the 
cardholder’s former address or by any 
other means of communication that the 
card issuer and the cardholder have previ-
ously agreed to use and provides the card-
holder a reasonable means of promptly 
reporting incorrect address changes; or

• �otherwise assesses the validity of the change 
of address in accordance with its identity 
theft program policies and procedures.

Any written or electronic notice that the card 
issuer provides must be clear and conspicu-
ous13 and provided separately from its regular 
correspondence with the cardholder.

In the alternative, a card issuer may satisfy 
these requirements if it validates an address 
pursuant to these methods when it receives an 
address change notification, but before it 
receives a request for an additional or replace-
ment card.

PENALTIES FOR NONCOMPLIANCE 

Although there are no criminal penalties for 
failing to comply with the Final Rule, financial 
institutions or creditors that violate the Final 
Rule may be subject to civil monetary penal-
ties of up to $3,500 per violation for “knowing” 
violations. There is no formal guidance on 
what constitutes “per violation.” It is arguable 
to characterize a failure to comply with the 
Final Rule, such as implementing a program 
as required by the Red Flags Rule, as a single 
knowing violation. However, from an enforce-
ment-avoidance perspective, the better prac-
tice is to characterize that failure as one viola-
tion per account. From discussions with an 
FTC staff attorney, this is the way the FTC 
would probably look at the situation if a 
creditor were in the unfortunate position of 
being on the wrong side of an enforcement 
action. There is also the possibility of state 
enforcement and state civil actions for viola-
tion of the Final Rule. 
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CONCLUSION

The Final Rule incorporates many common 
sense and obvious business practices that 
financial institutions and creditors have been 
following (e.g., declining to open an account 
when the applicant’s identification document 
does not match his or her appearance or appli-
cation). In this sense, few financial institutions 
or creditors will have to change their basic pro-
cedures. However, financial institutions and 
creditors should have written policies and pro-
cedures in place that comply with the Address 
Discrepancy Rule and Card Issuer Rule, as well 
as a written program to detect, prevent and 
mitigate identity theft. As noted above, compli-
ance with the Final Rule became mandatory on 
Nov. 1, 2008. However, enforcement of the Red 
Flags Rule by the FTC has been delayed until 
May 1, 2009. 
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ues credit; any person who regularly arranges for the extension, 
renewal, or continuation of credit; or any assignee of an original credi-
tor who participates in the decision to extend, renew, or continue 
credit. 15 U.S.C. § 1691a(e).

9. A “person” is not limited to an individual; it could also be a 
partnership, corporation, trust, estate, cooperative, association, gov-
ernment or governmental subdivision or agency, or other entity. 15 
U.S.C. § 1681a(f).

10. “Credit” has the same meaning as in 15 U.S.C. § 1681a(r)(5), 
which defines the term “credit” by reference to section 702 of the Equal 
Credit Opportunity Act, which construes “credit” to mean the right 
granted by a creditor to a debtor to defer payment of debt or to incur 
debts and defer its payment or to purchase property or services and 
defer payment therefor. 15 U.S.C. § 1691a(d).

11. “Board of directors” means in the case of a branch or agency of 
a foreign bank, the managing official in charge of the branch or agency, 
and in the case of any other creditor that does not have a board of 
directors, a designated employee at the level of senior management.

12. A “service provider” is a person that provides a service directly 
to the financial institution or creditor.

13. “Clear and conspicuous” means reasonably understandable 
and designed to call attention to the nature and significance of the 
information presented.
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